THE UNIVERSITY of EDINBURGH

informatics
E PS RC ThEIan Turing

Institute

Henry Clausen, David Aspinall

Controlling traffic micro-
structures for model probing

SecureComm 2021

Pioneering research
and skills




Machine learning progress

Evaluation

/

Model

\

Problem

v

Probing

/

formulation (re)design

Understanding

model failures

= Ambiguous words in Translation

= Attention layer

= CNN biased to texture

Image stylization

= Object sizes in video enhancement

Multi-scale encoders

> THE UNIVERSITY of EDINBURGH

V- informatics



Model evaluation vs probing

Evaluation

Prediction i

Accuracy: 95%
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Machine learning progress in NID

Evaluation

\ NID-datasets

= Sparse labelling

= Difficult to read

= Hard to alter specific

ProblerTl M Model design
formulation
r\ / structures




Structure

= NID probing example
" Influences on traffic microstructures
= DetGen: Controlling traffic microstructures

= Determinism of DetGen
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NID probing example

Packet-stream LSTM-classifier by
Hwang et al. 2019

CICIDS-17 data (85%)
+ DetGen traffic (15%)

= 96% DR, 2.7% FPR

Probe with randomized labelled traffic

Correlation between errors and latency

Classification score

LSTM-model activity classification
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Simulated congestion RTT-delay [s]

HTTP streaming == Mulli-GET-request

kKeep-alive

=== Post-request

Simple GET-request
SCL-Injection
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NID probing example

SQL-injection packet stream

= Generate two SQL-injection
connections w0000
= -
= Constant microstructures g 0001 i J‘ h h h H ‘ i ‘ Wl 2
| uctu = :
ntm | p b o ool i bl |m|||L i ili I
" One with high latency £ Conn. estab. Data transfer
& HTTP SQL-nj _Retrans. RT RT
0 - Ll lh [T A R II"ll Ldl--l-_-_--"_______*ll-l-h *1.*--“'-14“ u-m--—l‘u g
0.0 0.1 0.2 0.3
= Retransmission sequences deplete
activation .
= 0.4
|_
0 0.2-
= Filter RT-sequences 0.0+ — . . .
0.0 01 0.2 0.3
- 98% DR and 0.4% FPR Time [s]
Connection = Mo Refransmissions=—= Retransmissions
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NID probing example

LSTM-model activity classification

= Generate two SQL-injection
Pre-correction FPost-correction

connections
1.00

= Constant microstructures
= One with high latency

Classification score

= Retransmission sequences deplete
activation 0.00 -

0.05 010 015 020 0.05 010 015 020
Simulated congestion RTT-delay [s]

= Filter RT-sequences

=== HTTP streaming === Wulti-GET-request =—= Simple GET-reguest
> 98% DR and 0.4% FPR Activity ”

== Keaap-alive === Pagst-request === S0L-Injection
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Microstructures: Influence factors

= Short-term structures at packet or
connection level

= Manifest themselves in
= |ATs,
= Packet sizes
= Flags

= Used by state-of-the-art models
such as DeepCorr, Kitsune etc.

Sample 1 i | I | * |
——————————————————— E
Sample 2 [ [ * | g
———————————————————— 2 Flag
Sample 3 | | * | . A
I Fa
B Pa
Sample 10 0 | l Iy | in n .S
___________________ o s
Sample 21 [ | T | ] 1] 2
Sample 30 [ | nl .| 1]
0.000 0.005 0.010 0.015
Time [ms]
oﬂlVg'?
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Microstructures: Influence factors

" Appllcatlon/taSk Request order: D1 I 2 I 3 I - I:I 5 I 6 D  J I 8 I 9 . 10 g Retransmit
aioquic Round-Robin per packet RA 1
: . /00O RO 0 A OGO OO S0l
n Implementatlon version - '
quiche Round-Robin per packet RA 1
10 150510 50T AT RO 1O 01
[} | |
. .
Network congestion google Round-Robin per 14 packets RA 2

» Host load [squic Round-Robin per congestion window RA 2
U e D ) O DR W R it R
I | |
ats Sequential in LIFO order RA 2
" Cachlng/repetltlon ey !

Marx et al. 2020

Background traffic
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Microstructures: Influence factors

= Application/task FTP-connection comparison under load

Molgad @ 0 B ® BE B 0 @ @§N il il | [ I | | | |
* |mplementation version = ====0 @0l @ = = = = = = = =@ = — = — =@ — = = — = — — - — - — = 2
Load B B I OO0 W | | | (IRT -
= Network congestion
Mo load lJ J l o
" Host load l I |- ]
Load
. - |:|.f:|3
= Caching/repetition Time [s
Flag . . PA . . SA
= Background traffic 3 05@“} THE UNIVERSITY of EDINBURGH
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Microstructures: Influence factors

= Application/task

* Implementation version

= Network congestion

= Host load

= Caching/repetition

= Background traffic

Time

Source-1P

Destination-1P

Dest. Port

13:45:56.8

192.168.10.9

192.168.10.50

21

13:45:56.9

192.168.10.9

192.168.10.50

10602

13:45:57.5

192.168.10.9

69.168.97.166

443

13:45:59.1

192.168.10.9

192.168.10.3

53

13:46:00.1

192.168.10.9

205.174.165.73

8080
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DetGen: Controlling microstructures

Scope:

Virtual network in Docker

= Precise control over traffic influence factors e T~ T i Tt r==-

Container 1 E E Container 2

etho E ! )

= Ground-truth labels on traffic origins

= Scalability and modularity

Virtual switch
—)

4—
I
1
I

Internet
(if necessary)
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DetGen: Controlling microstructures

Design:
Virtual network in Docker
= Scripting of diverse scenarios + subscenarios | | T i
: Container 1 Container2 |
- eth0 eth0

Isolation through containerization

Simulation of external effects @ === 0 |Fooooooo ol odooooor b e le e

Virtual switch
—)

Randomisation at every stage

4—
I
1
I

Internet
(if necessary)

More details:
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= “Traffic generation using containerization”, 2019

= github.com/detlearsom/DetGen



DetGen: Controlling microstructures

Host
Design: ( HTTP scenario ) Scenario
Apache NGinx EXECl..Itlon
. L . . ) Contai . script
= Scripting of diverse scenarios + subscenarios onielmer ) Lcontamer I
( Task (GET, PUSH, ...) )<J
. . . . —1 | |
" |solation through containerization Data (file, commands, ...)
n
. . Rep. (cookies, caching, ...) D
= Simulation of external effects i ¥ S 5 )
NI NI NI
o il il il
= Randomisation at every stage ( Host effects (load, memory,...)
' Network (loss, congestion,.. )1—
Labelling with log info
More details:
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Capture

= github.com/detlearsom/DetGen



Determinism of DetGen

= How well can DetGen control traffic

influence factors?

= |s containerisation improving control?

Experiment:

Generate traffic with constant

settings

Measure sample similarity

Metrics:

Connection (size, |ATs, etc.)
Packet seq.

Connection seq.
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% of max-dissimilarity

Determinism of DetGen

DetGen VM
HTTP F-Sync C&C HTTP F-Sync C&C
4.0000 1 4 0000 1
¢ 1 Y
_______________ — | — — | 1 — — | | —
[ ]
0.5000 1 T , 0.5000 1 - * L
0.0625 - i T 0.0625 -
Metric Conn. similarity ® Conn. sequence similarity Packet sequence similarity
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Determinism of DetGen

DetGen - HTTP connection comparison Regular HTTP connection comparison
Sample 1 B i ! ] ! * | Sample 1 [ I (| ll I I (|
——————————————————— = i i | =g - - - - = =g
Sample2 [ | 1] 1] * | g Sample 2 I i 0 I | I I g
Sample3 0 i ! ! * | Sample3d 0 [l I I - I (|
Sample 11 1] B | l il o[ 0 Sample 11 0 | I | . | II 0
Sample 2 ] | | | ] | = | Bample2l 1 * I I | 0 | 1|2
Sample 38 1] [ | i I 0 0 Sample 31 0 { [ N | I | 0
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Conclusion

= Targeted probing can identify model failures e
g p g y fol:mt?llation - Z/:;?;: E—

= Labelling for misclassification correlation

= Control traffic microstructures

= Randomise for broad probing
= Reduce variations for close examination / \
Problem Model Probi
formulation redesign robing
= github.com/detlearsom/DetGen ,\ /

Understanding
model failures



Thank you for your attention!

IN SEWRITIES

ComE ON MALWARE
RESERRCH Doq

£
S
SAQU@N:. THE UNIVERSITY of EDINBURGH

&) informatics



Projection sensitivity

Kitsune 2018

= Seg-encoding for anomaly detection
= Botnet, man-in-middle, Brute-force,...

Traffic groups with constant settings

Projections should be consistent

Sensitive to
= connection IATs
= half-open connections

TCP-connection

MR

® \Va Projection into
p = latent space
p
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Projection sensitivity

Kitsune 2018
= Seg-encoding for anomaly detection
= Botnet, man-in-middle, Brute-force,...

Traffic groups with constant settings

Projections should be consistent

Sensitive to
= connection IATs
= half-open connections

Projected traffic dispersion along major axis

HTTP 1 File-5. 1 Mirai 1
HTTP 2 File-S. 2 Mirai 2
st o ke .
HTTP 3 File-5. 3 Mirai 3
£ 3 dlln
HTTP 4 File-5. 4 Mirai 4
1 0 0 1 1 0 1
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Projection sensitivity

Kitsune 2018
= Seg-encoding for anomaly detection
= Botnet, man-in-middle, Brute-force,...

Traffic groups with constant settings

Projections should be consistent

Sensitive to
= connection IATs
* half-open connections

dirmension x5

dimension x5

12.5

10.0 1

-~
in

n
=

P
in
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7.5

5.0 1

2.51

Projection before correction

dimension x3

—#- Attack % Benign % Suddentermination
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Controlling traffic microstructures

DetGen clausen et al., secureComm 2021 Host
= Traffic generation tool (Apache i ) [ Scorarc
Container contalner script
C : Task(GET PUSH, ...) : )):—J
= Controlling and labelling microstructures: ZCIfIE commands =)
» Performed task/application EEEP °°°"'es caching, ..)
" |Implementations 'L

Host effects (Ioad memory,..

= Congestion
» Failures Network (Ioss congestlon
L]
Labelllng with log |nfo')—;
= github.com/detlearsom/DetGen Capture
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DetGen: Controlling microstructures

Scenarios Subscenarios Randomisation Transmission
Delays
/ Login cred.
SMTP — Mail client File retrieval File size Out-of-
Order
3 N
e FTP-Client/Server File sending L ost
©
) ' packets




