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Prominent failures

= Ambiguous words in Translations

- Attention layer

= Object sizes in video enhancement

- Multi-scale encoders

> THE UNIVERSITY of EDINBURGH

V- informatics



Model evaluation vs probing

Evaluation

Prediction i

Accuracy: 95%
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Machine learning progress in NID

Evaluation

\ NID-datasets

= Sparse labelling

= Difficult to read

= Hard to alter specific

ProblerTl M Model design
formulation
r\ / structures




Machine learning progress in NID

Our case-study

Evaluation

\ = Probe two NID-methods

= |dentify microstructures

related to failures

Probler.n M Model design
formulation

= Measure improvements




Traffic microstructures

FTP-connection comparison under load
= Short-term structures at packet or i
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= manifest in IATs, frame sizes, flags

etc.
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= Altered by factors such as Load ‘ I [

protocols, congestion,
implementation .... Time [s]
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= Control with DetGen-tool

Clausen et al., SecureComm 2021
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Examining a traffic classifier

LSTM-model activity classification

" Packet-stream LSTM-classifier by Pre-correction
Hwang et al. 2019

= Detect SQL-injections 1- _\__,.\,_\
pr T

= Train on CICIDS-17 data (85%) +
DetGen traffic (15%)

= 96% DR, 2.7% FPR

Classification score
[}
1

" Probe with randomized traffic + . T 1]
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structure labels Simulated congestion RTT-delay [s]
— Correlation between misclassifications and
|atency Activi HTTP streaming === Mulli-GET-request Simple GET-request
ctivi
ty kKeep-alive === Post-request SCL-Injection

THE UNIVERSITY of EDINBURGH

- informatics




Examining a traffic classifier

SQL-injection packet stream

= Generate two SQL-injection 10000
connections w
E‘ 5000+ @
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= Constant microstructures & -5000- '
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= Filter RT-sequences 21 . . .
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- 98% DR and 0.4% FPR Time [s]

Connection == Mo Retransmissions == Refransmissions
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Examining a traffic classifier

LSTM-model activity classification

= Generate two SQL-injection Pre-correction Post-correction
connections
= Constant microstructures %
i
= One with high latency o
Lo}
®
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un
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= Retransmission sequences deplete 1
activation
0.05 010 015020 0.05 010 015020
Simulated congestion RTT-delay [s]
= Filter RT-sequences
o HTTP streaming === Mulli-GET-request = Simple GET-request
- 98% DR and 0.4% FPR Activity

=== Keap-alive === Pgst-request SCL-Injection
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Projection sensitivity

Kitsune 2018

= Seg-encoding for anomaly detection
= Botnet, man-in-middle, Brute-force,...

Traffic groups with constant settings

Projections should be consistent

Sensitive to
= connection IATs
= half-open connections

TCP-connection

MR

® \Va Projection into
p = latent space
p
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Projection sensitivity

Kitsune 2018
= Seg-encoding for anomaly detection
= Botnet, man-in-middle, Brute-force,...

Traffic groups with constant settings

Projections should be consistent

Sensitive to
= connection IATs
= half-open connections

Projected traffic dispersion along major axis

HTTP 1 File-5. 1 Mirai 1
HTTP 2 File-S. 2 Mirai 2
st o ke .
HTTP 3 File-5. 3 Mirai 3
£ 3 dlln
HTTP 4 File-5. 4 Mirai 4
1 0 0 1 1 0 1
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Projection sensitivity

Kitsune 2018
= Seg-encoding for anomaly detection
= Botnet, man-in-middle, Brute-force,...

Traffic groups with constant settings

Projections should be consistent

Sensitive to
= connection IATs
* half-open connections
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Conclusion

= Targeted probing can identify model failures e
g p g y fol:mt?llation - Z/:;?;: E—

= Labelling for misclassification correlation

= Control traffic microstructures

= Randomise for broad probing
= Reduce variations for close examination / \
Problem Model Probi
formulation redesign robing
= github.com/detlearsom/DetGen ,\ /

Understanding
model failures



Controlling traffic microstructures

DetGen clausen et al., secureComm 2021 Host
= Traffic generation tool (Apache i ) [ Scorarc
Container contalner script
C : Task(GET PUSH, ...) : )):—J
= Controlling and labelling microstructures: ZCIfIE commands =)
» Performed task/application EEEP °°°"'es caching, ..)
" |Implementations 'L

Host effects (Ioad memory,..

= Congestion
» Failures Network (Ioss congestlon
L]
Labelllng with log |nfo')—;
= github.com/detlearsom/DetGen Capture
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